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A cyber attack stopped Travelex’s operations. It never fully recovered
due to lack of cash to respond. The COVID-19 pandemic will weaken many
companies’ cash positions in the coming months, also resulting in an
inability to adequately respond to cyber attacks. With everyone working
from home, corporate networks have never been more vulnerable.
Finablr (FIN) is on the brink of collapse after
reporting that its Board is “unable to accurately
assess the financial position” of the company and
that there is material uncertainty about the group’s
ability to continue. The CEO has stepped down,
shares have been suspended from trading, and Abu
Dhabi state-owned institutions are reportedly now
considering a restructuring package for the group.
These events follow a damaging operational
stoppage in activity at Travelex following a cyber
breach on December 31, which led to an estimated
30 percent decrease in annual operating profits and
rapid decline in available capital to: 1. pay interest on
debt, 2. fund working capital and ongoing
operations, and 3. finance required incident
response and technology recovery services.

FIN’s downfall tells a larger,
more pressing story today—
a company’s cyber governance
is an important indicator of how
resilient it will be in the face of
significant external shocks.
FIN/Travelex’s swift demise offers an urgent
warning to C-suites, investors, and regulators about
risks to other companies with similar leverage and
tech-reliant business models during the current
global Covid-19 pandemic. While FIN/Travelex’s poor
cyber governance and undisclosed financing issues
are self-inflicted wounds, the net result—a sudden
loss of financing leading to a rapid collapse in
operations—is a risk facing other companies today.

FIN/Travelex did not have the financial resources
to adequately respond to its cyber breach (the
external shock) and restore operations after a
significant operational disruption. The result was
a rapidly cascading crisis that has nearly brought
the company down in a matter of weeks.
The global shutdown of normal business operations
caused by the Covid-19 outbreak means many
industries are now dealing with similarly disruptive
business and financing shocks faced by FIN/
Travelex—albeit for a very different reason.
Managing this shock will put more strain on
companies’ abilities to manage tech-reliant
operations and drain the short-term liquidity
necessary to effectively protect that technology
from disruptive attacks.
This also comes at a time when the cyber threat
surface of companies’ use of new technology has
vastly increased due to the quick and massive shift
to remote working around the world. For many
companies, this equates to a threat surface more
vulnerable to further operational disruptions (a key
contributor to the FIN/Travelex breach).
The difficulties are compounding quickly.
But, looking beyond tomorrow’s headlines,
post-pandemic, how many companies are going
to have balance sheets and operating margins that
look like Finablr PRE-breach? The answer is a lot.
This translates to many companies with tech-reliant
business operations that will be susceptible to
a second-order impact of cyber disruption and
further financial losses at a time when they will be
seeking to regain footing and shore up balance
sheets post-pandemic.
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The companies that are best positioned to navigate
external shocks when they arise are usually in
the best condition once they subside. As the FIN
case illustrates, one important gauge is cyber
governance performance. This case can also serve
as an early warning sign of trouble for C-suites and
investors.
The Cyberhedge cyber governance model takes
into account both cyber and financial factors when
assessing performance. In 2019, it consistently
measured FIN’s weakest cyber governance metric
versus peers as a poorly managed threat surface
and technology stack—in the end, a key source
of the breach. Cyberhedge warned in a January
2020 Rapid Response note that Travelex’s poor
cybersecurity rating and management’s
underwhelming response to a 2018 breach pointed
to fundamental underlying issues that threatened
significant financial damage in the near term.
In the end, FIN’s poor cybersecurity governance
was a red flag that raised broader concerns about
company management.

What do we mean
by cyber governance?
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While FIN’s swift collapse is not due to cyber
concerns alone (an ongoing investigation has
apparently uncovered previously undisclosed
financing obligations at the company), its poor
cyber governance served as a warning sign for
investors about its susceptibility to a significant
external shock like a ransomware disruption.
Companies with tech-reliant business models
and weaker financials on a relative peer basis that
also don’t manage their technology well are most
susceptible to external shocks—whether they
come in the form of ransomware or a pandemic.
A company’s cyber governance performance
provides an important indication of how well it
is positioned to manage through the primary and
secondary impacts of the initial shock (turbulence
of the market, increased cyber vulnerabilities
for networks due to remote work) and how
well-positioned it will be, both in terms of balance
sheet and cybersecurity, once the dust settles
on COVID-19.

Cyberhedge created the performance metric of a cyber governance rating as a way
to compare how companies manage their technology investments and network security.
The rating is used in the financial industry alongside investment metrics like Return
on Equity or Assets (ROE/ROA) or Earnings per share (EPS). We define a corporation’s
cyber governance as ‘the financial impact resulting from how companies manage
the operational risks of their technology investments.’ Our Cyber Governance Indexes
are priced daily and demonstrate market-based proof that better cyber governance
does outperform the market and vice versa. For more details, see our CBH ratings.
Ryan Dodd, Founder and CEO, Cyberhedge
Chris Nolan, Senior Research Analyst, Cyberhedge
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Disclaimer
The Cyberhedge Research (the “Report”) is not an offer or recommendation to buy or sell or a solicitation of an offer to buy or sell any security or instrument or to
participate in any particular trading strategy or be construed as to be a representation or warranty of Cyberhedge (whether express or implied) or its affiliated
entities (collectively, the “Cyberhedge Parties” or “Cyberhedge”) regarding the advisability or appropriateness to invest in any security or instrument.
The information and opinions in this report were prepared by Cyberhedge or one of the other Cyberhedge Parties. Though the information herein is believed to be
reliable and has been obtained from public sources believed to be reliable, Cyberhedge makes no representation as to its accuracy or completeness. Hyperlinks to
third-party websites in the Report are provided for reader convenience only. Cyberhedge neither endorses the content nor is responsible for the accuracy or
security controls of these websites.
Further, none of the contents of the Report is intended to constitute investment advice or a recommendation to make (or refrain from making) any kind of
investment decision and may not be relied on as such. Reproduction, redistribution or any other form of copying or transmission of the Report without
Cyberhedge’s prior written consent is strictly prohibited. Without limiting the generality of the foregoing, the Report and other Cyberhedge intellectual property
you access via the Cyberhedge website may not be used as a basis for any financial instruments or products (including, without limitation, passively managed
funds and index-linked derivative securities), or used to verify or correct data in any other compilation of data or index, or used to create any other data or index
(custom or otherwise), without Cyberhedge's prior written permission.
In no event shall any of Cyberhedge, its affiliates, any of its or their direct or indirect information providers nor any other third-party involved in, or related to,
compiling, computing or creating any of the information contained in the Report (collectively, the "Cyberhedge Parties") have any liability to any person or entity
for any damages, whether direct, indirect, special, incidental, punitive, consequential (including, without limitation, loss of use, lost profits or revenues or any other
economic loss) arising in any manner out of your use or inability to use any of the information or date contained in the Report, even if such party might have
anticipated, or was advised or notified of, the possibility of such damages.
You agree to indemnify, defend and hold harmless the Cyberhedge parties from and against any claims, losses, damages, liabilities, costs and expenses, including,
without limitation, reasonable attorneys' and experts, fees and costs, as incurred, arising in any manner out of your use of, or inability to use, any information or
data contained in the Report.
You acknowledge that (I) the Report and all components thereof constitute copyrighted, database righted, trade secret and/or proprietary information of
substantial value to Cyberhedge, (II) that you receive no proprietary rights whatsoever in or to the Report or data or information contained therein, and (III) that
title and ownership rights in and to the Report and all the rights therein and legal protections with respect thereto remain exclusively with Cyberhedge. You shall
not, and shall not assist any third-party to, assert any rights in the Right or any component thereof or challenge Cyberhedge’s rights therein.
None of the material, nor its content in the Report, nor any copy of it, may be altered in any way, transmitted to, copied or distributed to any other party, without
the prior express written permission of Cyberhedge. Cyberhedge will not treat recipients of this report as its customers by virtue of their receiving this report.
The legal entities and potential investments in such entities contained or referred to in the Report may not be suitable for you and it is recommended that you
consult an independent investment advisor if you are in doubt about such investments or investment services. Nothing in the Report constitutes investment, legal,
accounting or tax advice, or a representation that any investment or strategy is suitable or appropriate to your individual circumstances, or otherwise constitutes
a personal recommendation to you.
Opinions, estimates and projections constitute the current judgment of the author as of the date of this Report. They do not necessarily reflect the opinions of
Cyberhedge and are subject to change without notice. Cyberhedge has no obligation to update, modify or amend the Report or to otherwise notify a recipient
thereof if any opinion, forecast or estimate contained herein changes or subsequently becomes inaccurate. Coverage and the frequency of changes in market
conditions and in both general and company specific economic prospects makes it difficult to update research at defined intervals. Updates are at the sole
discretion of the coverage analyst concerned. The financial instruments discussed in the Report may not be suitable for all investors and investors must make
their own informed investment decisions. Prices and availability of financial instruments are subject to change without notice and investment transactions can
lead to losses as a result of price fluctuations and other factors. If a financial instrument is denominated in a currency other than an investor's currency, a change
in exchange rates may adversely affect the investment. Past performance is not necessarily indicative of future results.
The information we provide is being directed only to persons we believe to be financially sophisticated, who are capable of evaluating investment risks
independently, both in general and with regard to particular transactions and investment strategies. If this is not the case, we ask that you inform us immediately.
We and our affiliates, officers, directors, employees, and contractors, excluding equity and credit analysts, will from time to time have long or short positions in, act
as principal in, and buy or sell, the securities or derivatives, if any, referred to in the Report.

