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Cyber-Financial (CyFi) Analysis
■ Strategic KPI for M’s
business model: Increased
customer loyalty, lower CAC
through increased use of
technology.
■ How do digital assets create
value for M’s shareholders?
Customer behavioral data
improves personalization /
loyalty programs which
increases online sales and
lowers CAC. 50% of total
sales come from M’s top 10%
of customers.
■ Biggest cyber governance
problem: Evidence of
breaches and a lack of
people and process to
manage the growing risks
associated with digital
strategy increase the
likelihood of a more
damaging operational
disruption in the next 12-18
months.
■ Biggest financial constraint
to fix cyber problems:
Investment in sales and
shrinking margins instead
of sufficient spend in
cybersecurity at a time when
it needs to increase cyber
governance performance.
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Digital transformation plans are key to boosting sales and
expanding margins, but poor cyber governance contributes
to current underperformance and threatens 12-18-month
outlook: Macy’s (M), a traditional retailer fighting to stay
relevant in an online shopping world, is under enormous
competitive pressure to correctly execute its digital
transformation plans. The key dilemmas are straightforward.
First, in the face of declining sales and shrinking margins,
what percentage of its budget should be allocated to
technology in order to capture greater market share of both
online and traditional retail? Second, what percentage of
its IT budget can be spent on protecting those valuable
technology investments? So far, likely due to financial
constraints, the company has consistently chosen to
underinvest in adequate protection, resulting in poor
performance on cyber governance. The result: losses in
shareholder value, underperformance vs. peers and the
broader market, reputation (brand value) damage, and
disappointing financial results. In addition, M has publicly
announced two embarrassing breach events in 2018 and 2019.
Cyberhedge has issued a Cyber Governance Alert on M
because we believe the company has little margin for error in
executing its digital strategy, and it must allocate the capital
necessary to effectively manage the downside risks of this
transformation to compete with online retail giants. Without
better technology risk management, M is more likely to
experience costly business disruption from digital and
cyber risks. This would further erode two keystones of the
retailer’s business in the medium-to-long term: 1) the pricing
power that comes from greater market share and 2) more
accurate data to forecast customer buying behavior.

Cyber Governance Alert
Executing on digital transformation is central
to the company’s sales growth. Management
has been clear about the importance
of its digital strategy to current and future
growth:
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M speaks about its vendor-direct initiative
as a connective tissue enabling e-commerce
powered by its store network, along with
a mobile shopping experience.
This accelerated digital transformation
executed under pressure from competitors
translates to a vastly expanded and thus more
complex IT network. Aggressive IT expansion
often comes at the expense of a growing set of
new external risks for the company to manage.
This, in turn, requires a sufficient investment in
security. Currently, the company’s spending
effort on all aspects of managing digital risks,
what we refer to as “cyber governance,” is not
keeping pace with its ambitious digital growth
plans. As this Alert points out, the strains of
this underinvestment are already showing.

•

Online personalization is key to
marketing its highest-performing
products, which drove 37% of total sales
in 2018.

•

‘Every experience matters’ combines the
human touch in M’s physical stores with
cutting-edge technology in
its mobile applications and websites. Key
to this point is capturing behavioral data
to enhance a customer's experience as
they explore stores, mobile applications,
and websites.

•

Mobile is the fastest-growing channel:
M delivered more than $1 billion in sales
through mobile apps in 2018.

Potential e-commerce disruption during peak
periods should concern investors most.

•

Vendor-Direct now accounts for 10%
of online sales. M’s ‘Amazon play’ lets
third-party brands fulfill orders
and ship directly to customers.

In recent public comments, management
admitted that website difficulties in Q3 were a
key contributing factor to the 3.9% drop in
sales. M correctly outlines the business
disruption risk stemming from a breach in its
10-K, indicating that any failure in its ecommerce platforms could have a material
adverse impact on the growth of its business
and operating results.

“We curate for our customer through
a highly edited assortment that is
localized to a specific market, using
our enhanced data and analytics, we
are able to efficiently influence
assortment down to the store level,”
— CEO Jeff Gennette
(2018 investor call)

For example, a DDoS attack could disrupt sales
during its busiest time of the year and cost the
company much more than 3.9%, financial
damage that would far surpass a customer data
breach in terms of cost and duration. For M’s
equity and bondholders, this should be added
to the list of top business risks requiring
attention.
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Signs that M management should better
allocate the capital necessary to manage its
security risks include:
•

two public breaches in the past 18
months,

•

consistently poor cyber governance
scores, and

•

the recent indication of how damaging
even a minor disruption to e-commerce
can be on overall sales.

for the reason many may think. M’s share price
recovered relative to the overall market after
the 2018 breach, and, despite a modest drop
following the most recent breach, the share
price again wasn’t significantly impacted
relative to the overall market. However,
consecutive breach disclosures serve as
additional evidence that M has still not
managed to improve its cyber governance.
Our data models align with this view. We
believe the more recent decline (see chart
below) in share price relative to peers is likely
reflected in the company’s recent downward
revision for sales, which, as we point out, is
linked to its inability to deliver its e-commerce
aims on time. Taken all together, M’s less-thanoptimal technology management will be hard
to fix as management faces rising risks of: 1)
enormous competitive pressure to expand IT
and 2) its overall shrinking budget size.

But should investors be concerned about
customer data loss?
Investors should be as concerned about the
recent public breach as they appear to be
about the Q319 deceleration in sales, but not

This is more than a “traditional retailer battling the e-commerce giants” problem:
The below chart shows M’s underperformance versus retail peers over the past six months.
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Figure 1. M down 32% vs. peers (S&P Retailers Index) in last six months
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Cyber Governance Alert
Struggling with lower margins also
means less $ to allocate to security.
While M’s e-commerce strategy has had some
success in the past three years, its quarterly
online sales growth fell below 10% in the 3Q19
for the first time in a decade, further
illustrating the difficult task it faces reviving
sales growth. M’s strategic priority is to turn
around stagnant sales, which requires
investment in new marketing approaches
(‘Backstage’) and delivery infrastructure
(mobile; e-commerce portal). M also maintains
its 489 non-prime store locations in large part
due to those locations’ value as e-commerce
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distribution centers (note: in-store sales at
these locations are falling faster than in the 150
prime locations, and, despite accounting for
76% of M’s store locations, the 489 non-prime
stores only account for 50% of in-store sales).
The combination of these pressures mean that
M’s operating margin has fallen from 10.2% in
2014 to an estimated 5% this year. This means
less cash available to allocate to security
improvements to better manage digital risks.
Looking ahead, M’s most recent cut in sales
and net income forecast for 2019 is the second
such cut this year. Further, these competitive
pressures are unlikely to ease anytime soon,
placing significant constraints on ‘non-growth’
related IT spend now and in the near future.

Bottom Line: M’s difficult competitive position and strategic focus on increasing sales means
that it is constrained in its ability to sufficiently invest in cybersecurity to manage growing
technology risks. Consistently poor cyber governance is contributing to the company’s
underperformance vs. both peers and the broader market. To combat declining sales* and
earnings**, M is investing in both its brick-and-mortar stores and its e-commerce capabities.
However, the company faces competitors with large balance sheets and proven success
at e-commerce, lending further doubt to whether its core growth strategy will successfully
increase sales and net income. With both budgets and capital position shrinking, the company
is constrained in its ability to invest outside of its core growth strategy—into necessary
risk-management tools, such as cyber governance. In our view, M’s continued underinvestment
in cybersecurity relative to peers increases the probability of further shareholder value loss.
If the next attack results in an operational disruption, such as a DDoS attack, revenue will be hit
and the company’s two keystones, 1) the pricing power that comes from greater market share and
2) more accurate data to forecast customer buying behavior, will be further eroded. The next 4-6
quarters should reveal if M’s management decides to prioritize an increase in security staff and
the necessary investments to improve the company’s overall cyber governance to peers.

* 3Q19 sales were -3.9% YoY on a comparable basis; 9m19 sales -1.0% YoY on a comparable basis
** 9mo19 Net Income was $224M, down 39% from $368M in 9mo18
A Cyber Governance Alert provides investors advance warning of potential further value loss due to
poor cyber governance, as well as recommendations for the company’s C-Suite.
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Disclaimer
The Cyberhedge Research (the “Report”) is not an offer or recommendation to buy or sell or a solicitation of an offer to buy or sell any security or instrument
or to participate in any particular trading strategy or be construed as to be a representation or warranty of Cyberhedge (whether express or implied) or its
affiliated entities (collectively, the “Cyberhedge Parties” or “Cyberhedge”) regarding the advisability or appropriateness to invest in any security or
instrument.
The information and opinions in this report were prepared by Cyberhedge or one of the other Cyberhedge Parties. Though the information herein is believed
to be reliable and has been obtained from public sources believed to be reliable, Cyberhedge makes no representation as to its accuracy or completeness.
Hyperlinks to third-party websites in the Report are provided for reader convenience only. Cyberhedge neither endorses the content nor is responsible for
the accuracy or security controls of these websites.
Further, none of the contents of the Report is intended to constitute investment advice or a recommendation to make (or refrain from making) any kind of
investment decision and may not be relied on as such. Reproduction, redistribution or any other form of copying or transmission of the Report without
Cyberhedge’s prior written consent is strictly prohibited. Without limiting the generality of the foregoing, the Report and other Cyberhedge intellectual
property you access via the Cyberhedge website may not be used as a basis for any financial instruments or products (including, without limitation, passively
managed funds and index-linked derivative securities), or used to verify or correct data in any other compilation of data or index, or used to create any other
data or index (custom or otherwise), without Cyberhedge's prior written permission.
In no event shall any of Cyberhedge, its affiliates, any of its or their direct or indirect information providers nor any other third-party involved in, or related to,
compiling, computing or creating any of the information contained in the Report (collectively, the "Cyberhedge Parties") have any liability to any person or
entity for any damages, whether direct, indirect, special, incidental, punitive, consequential (including, without limitation, loss of use, lost profits or revenues
or any other economic loss) arising in any manner out of your use or inability to use any of the information or date contained in the Report, even if such party
might have anticipated, or was advised or notified of, the possibility of such damages.
You agree to indemnify, defend and hold harmless the Cyberhedge parties from and against any claims, losses, damages, liabilities, costs and expenses,
including, without limitation, reasonable attorneys' and experts, fees and costs, as incurred, arising in any manner out of your use of, or inability to use, any
information or data contained in the Report.
You acknowledge that (I) the Report and all components thereof constitute copyrighted, database righted, trade secret and/or proprietary information of
substantial value to Cyberhedge, (II) that you receive no proprietary rights whatsoever in or to the Report or data or information contained therein, and (III)
that title and ownership rights in and to the Report and all the rights therein and legal protections with respect thereto remain exclusively with Cyberhedge.
You shall not, and shall not assist any third-party to, assert any rights in the Right or any component thereof or challenge Cyberhedge’s rights therein.
None of the material, nor its content in the Report, nor any copy of it, may be altered in any way, transmitted to, copied or distributed to any other party,
without the prior express written permission of Cyberhedge. Cyberhedge will not treat recipients of this report as its customers by virtue of their receiving
this report. The legal entities and potential investments in such entities contained or referred to in the Report may not be suitable for you and it is
recommended that you consult an independent investment advisor if you are in doubt about such investments or investment services. Nothing in the Report
constitutes investment, legal, accounting or tax advice, or a representation that any investment or strategy is suitable or appropriate to your individual
circumstances, or otherwise constitutes a personal recommendation to you.
Opinions, estimates and projections constitute the current judgment of the author as of the date of this Report. They do not necessarily reflect the opinions
of Cyberhedge and are subject to change without notice. Cyberhedge has no obligation to update, modify or amend the Report or to otherwise notify a
recipient thereof if any opinion, forecast or estimate contained herein changes or subsequently becomes inaccurate. Coverage and the frequency of
changes in market conditions and in both general and company specific economic prospects makes it difficult to update research at defined intervals.
Updates are at the sole discretion of the coverage analyst concerned. The financial instruments discussed in the Report may not be suitable for all investors
and investors must make their own informed investment decisions. Prices and availability of financial instruments are subject to change without notice and
investment transactions can lead to losses as a result of price fluctuations and other factors. If a financial instrument is denominated in a currency other
than an investor's currency, a change in exchange rates may adversely affect the investment. Past performance is not necessarily indicative of future results.
The information we provide is being directed only to persons we believe to be financially sophisticated, who are capable of evaluating investment risks
independently, both in general and with regard to particular transactions and investment strategies. If this is not the case, we ask that you inform us
immediately.
We and our affiliates, officers, directors, employees, and contractors, excluding equity and credit analysts, will from time to time have long or short positions
in, act as principal in, and buy or sell, the securities or derivatives, if any, referred to in the Report.

