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Competitive pressure to further accelerate digital transformation
coupled with significant financial constraints make cyber governance a
key factor in Hertz’s (HTZ’s) 12-month outlook.
Though it makes money from renting cars, HTZ is increasingly dependent
on digital technology to generate value. HTZ operates in a highly
competitive market with stagnant growth in which costly technological
transformation is required to maintain a competitive position. Coupled
with poor profitability and weak key debt metrics, this leaves little room
for error in its management of cyber risk. We expect technology
governance to have share price implications in the next 12 months.
Digital transformation coming at expense of strong cybersecurity
Why does cyber
governance matter?
HTZ is a good example
of why transparency on
cyber governance is needed.
Investors do not know whether
management is overinvesting
or underinvesting in securing
its most valuable asset—
technology—relative to the
increasing risks the company
faces as a result of the ongoing
digitization of the business.

HTZ (along with its primary rivals) is under pressure to digitally
transform the way it operates to better meet customer expectations and
optimize its fleet of vehicles. But there is evidence that this
transformation is coming at the expense of the company’s cyber
governance. Current CEO Kathryn Marinello has been applauded for a
much-neeeded increase in IT investment since taking over in 2017
(including new CRM system), but the company’s 1-star rating is evidence
that this IT investment has been focused mostly on facilitating revenue
growth, and there has not been adequent investment in security to
accompany the growth and cost-reducing benefits the investment has
started to generate.
Cyberhedge has issued a Cyber Governance Alert on HTZ because:
1. It has been a consistent underperformer on cyber governance over
2019 against a backdrop of an increasing need to invest in
technology to stay competitive.
2. Key financial constraints (low EBIT/Interest Expense, limited profit
and FCF growth vs. peers) limit its ability to fix the underlying cyber
problems. This creates an increased risk for investors over the next
12-18 months.
These challenges come at a time when Transportation Network
Companies (TNCs), like Lyft, will transition from partners to competitors
in 2020, further increasing HTZ’s need to invest in growth-oriented
technology.
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Cyber-Financial (CyFi) Analysis
■ Strategic KPI for HTZ’s
business model: 1. Use of
behavioral data to improve
personalization, which
improves brand loyalty,
lowers CAC 2. Deployment of
technology that improves
operational efficiencies,
resulting in better fleet
utilization rates.
■ How do digital assets create
value for HTZ shareholders?
1. Customer behavioral data
informs the purchase,
volume, and location of HTZ’s
cars to maximize fleet
utilization and control costs.
This data also informs
additional services the
company introduces that
improve personalization and
lower CAC. 2. Data
transmission underpins
operations, including the
reservations system, pricing
algorithm, and fleet
management—all critical to
growing margins and
maintaining market share.
■ Biggest governance
problem: HTZ cannot afford
an increase in interest
expense related to a
potential worsening of
creditworthiness: our data
shows 64% of CBH 1-star
companies are also single B
and CCC rated.
■ What financial metrics
investors can track to
measure cyber goverance:
Improvement relative to
peers on Interest Coverage
and EBIT / Interest Expense
(see Table 1)
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Pressure to digitally transform
Managing technology the right way, including
security, is critical to the future of the
company. HTZ sees itself in a fast-changing
market, which is being disrupted by technology
and changing customer demands. Industry
experts have described a ‘tech arms race’
between the top three companies (Avis,
Enterprise). Avis is in the process of
connecting all of its cars to the internet. The
goal is to enable better fleet management with
features such as remotely gauging fuel levels
and the ability to lock and unlock a car from a
smart phone. The company can also collect
data that it can sell to entities such as
transportation departments and car
manufacturers.
HTZ management makes clear that it needs to
continue to invest in technology and digital
services to keep pace with old and new rivals.
Though it has been noted that the company
can quickly reduce capital spending if industry
or economic conditions warrant, technology
spend (including on cybersecurity, which is
reflected in the poor cyber governance rating)
suggests security is not an area the company
can afford to cut.
TNCs create further pressure
to invest in technology
HTZ faces increasing pressure from TNCs like
Lyft and Uber. Ride-hailing services accounted
for about 60% of U.S. business-travel
transactions on ground transportation as of
1Q18 vs. about 10% in 1Q14 (Bloomberg). Each of
the big three have taken steps in recent years
to form partnerships with the TNCs (Express
Drive), making a concerted effort to rent
vehicles to TNC drivers in order to increase
fleet utilization.
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HTZ even highlights TNC growth as a key part
of topline growth (Q319). More recently, the
dynamic has transitioned from partnership to
competition, as Lyft announced plans to launch
a car rental service of its own in California.
Though Lyft’s own financial constraints will
limit the actual dent it can make in HTZ and
other established players’ car rental market
share in the short term, it reinforces the
perception that HTZ and its peers need to
continue to accelerate digital investments or
risk falling behind. This is what HTZ describes
as the ‘need to have a comprehensive and
systemic process related to emerging or
disruptive competitors or technology.’
Examples of steps to digitize operations include:
•

Biometrics to shorten wait times:
HTZ partners with security startup Clear to
offer Fast Lane, a biometric check for car
rentals, and is committed to reducing
customer wait time by 75%. CEO Marinello
emphasizes the importance of improving
overall process and customer experience.

•

‘Digitizing customer experience’: This
includes allowing customers to connect to
vehicle via mobile phone Bluetooth.

•

Connected cars: HTZ makes free wifi
available in cars via Hertz SuperStart.

Most concerning digital risk for HTZ investors:
business disruption.
As HTZ highlights in its 10K: “We rely heavily on
communication networks and information
technology systems to, among other things,
accept reservations, process rental and sales
transactions, manage our pricing, manage our
revenue earning vehicles, manage our
financing arrangements, account for our
activities, and otherwise conduct our
business.”
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Little margin for error: digital transformation touches every aspect of HTZ’s strategy.

“We look to shape Hertz's future as a more efficient, progressive, fleet
management company that drives operational growth, leverages Hertz's iconic
brands, leads through technology and unlocks asset value.”
— CEO Kathryn V. Marinello
(Innosight CEO Summit)
HTZ’s limited financial resources in a very
competitive market means that it cannot invest
in growth initiatives, reduce debt, and increase
spending on cybersecurity all at the same time.
Its clear choice to prioritize growth at the
expense of improving cybersecurity leaves it
vulnerable to potential brand damage from
cyber breaches (and subsequent market share
loss and customer churn).
HTZ generates an estimated 92% of its
revenues from renting vehicles (FY18 10K), and
digital technology now underpins its entire
operation.
The cost of a breach that disrupts the
company’s network or systems would reach
far beyond the initial cost of repairing it. The
specifics of “brand value loss” related to such
an event would include: an increase in costs of
acquiring future customers, a decline in y-o-y
sales growth, and an increase in the likelihood
of a credit downgrade, all factors that would
undercut the significant investments Marinello
and leadership have made in the past three
years to revitalize HTZ.
Furthermore, the strength of HTZ’s “brand
value” factor is what the company views as key
to maintaining ‘modest’ top-line growth and
pricing power.

HTZ is one-third the size of industry-leading
Enterprise, so this would be further ground it
cannot afford to lose, and it is facing increasing
competition from the likes of Uber and Lyft.
Secondary digital risk for HTZ investors:
personal and financial data of customers
A secondary risk is the wealth of personal
customer data HTZ possesses, including
financial data that is of high value to hackers.
In this way, HTZ and other rental car companies
face greater challenges relative to other
service industries.
They need to secure an outsized amount of
personal data for their millions of customers—
information essential to day-to-day operations.
In addition, allowing customers to connect to
vehicles via personal phones creates an
ongoing expansion of additional nodes across
an already complex network that is costly to
adequately protect from current and future
attacks.
All of these risks serve as a reminder that
protecting digital assets should be considered
equally alongside the growth, productivity, and
cost-reducing benefits of digital
transformation.
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Financial constraints limit investment
in security despite growing risks
HTZ’s high debt burden is a key constraint,
although most of this is vehicle debt ($14.1B of
$18B total debt end-3Q19 is vehicles) and
higher debt ratios are more common in the car
rental industry.
Avis is slightly better on key metrics, but
overall faces a similar constraint to HTZ. Sector
leader Enterprise is a private company with a
much better debt rating than HTZ (A- vs. B+),
lower debt service cost, and is also investing in
transformational technologies to take
increasing market share. This puts pressure on
HTZ to devote budget resources from a scarce
base to additional digital transformation

initiatives to maintain a competitive product
not only with market leader Enterprise, but also
with peer Avis and disruptors Uber and Lyft.
Limited profits ($65mn in 9mo19) with modest
growth expected in 2020 coupled with limited
FCG growth constrain HTZ management’s
ability to allocate more resources to network
security, as well as service debt without
increasing interest expense payments.
Overall, HTZ has an uphill climb with little room
for error before reaping the financial benefits
of its digitial strategy. If that isn’t enough, it has
to navigate a market share and pricing
environment that is arguably more competitive
than it has ever been.

To succeed in its digital transformation strategy, HTZ needs to take Avis’ advice and “try harder”
on improving its network security and key credit metrics where they underperform.
Credit Metric
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Source: Bloomberg

Table 1. HTZ vs. Peers on Interest Coverage and EBIT / Interest Expense
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Bottom Line:
• HTZ operates in a highly competitive market with stagnant growth in which costly
technological transformation is required to maintain a competitive position. Coupled
with poor profitability, weak key debt metrics, and high debt, this leaves little room for
error in its management of cyber risk.
• How HTZ manages its technology is existential to the future of the business, and it is
currently managing technology risks poorly. A legacy transportation services company
is now a technology company that is reliant upon the ability to gather increasing
amounts of customer data to inform its fleet management and improve services in a way
that increases brand loyalty.
• HTZ’s future prospects and brand value (as transportation becomes technology) is as
dependent on how well it manages its cyber risk as it is on hitting successful growth,
productivity, and cost-reduction targets of digital transformation. HTZ’s poor
management of cyber risk should be of note to investors as the company enters its
fourth year of a turnaround effort.
• Immense pressure to digitally transform has led to the introduction of an array of digital
services and technologies aimed at improving customer experience and operational
efficiency, but it is coming at the expense of cybersecurity.

A Cyber Governance Alert provides investors advance warning of potential further value loss due to
poor cyber governance, as well as recommendations for the company’s C-Suite.
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Disclaimer
The Cyberhedge Research (the “Report”) is not an offer or recommendation to buy or sell or a solicitation of an offer to buy or sell any security or instrument
or to participate in any particular trading strategy or be construed as to be a representation or warranty of Cyberhedge (whether express or implied) or its
affiliated entities (collectively, the “Cyberhedge Parties” or “Cyberhedge”) regarding the advisability or appropriateness to invest in any security or
instrument.
The information and opinions in this report were prepared by Cyberhedge or one of the other Cyberhedge Parties. Though the information herein is believed
to be reliable and has been obtained from public sources believed to be reliable, Cyberhedge makes no representation as to its accuracy or completeness.
Hyperlinks to third-party websites in the Report are provided for reader convenience only. Cyberhedge neither endorses the content nor is responsible for
the accuracy or security controls of these websites.
Further, none of the contents of the Report is intended to constitute investment advice or a recommendation to make (or refrain from making) any kind of
investment decision and may not be relied on as such. Reproduction, redistribution or any other form of copying or transmission of the Report without
Cyberhedge’s prior written consent is strictly prohibited. Without limiting the generality of the foregoing, the Report and other Cyberhedge intellectual
property you access via the Cyberhedge website may not be used as a basis for any financial instruments or products (including, without limitation, passively
managed funds and index-linked derivative securities), or used to verify or correct data in any other compilation of data or index, or used to create any other
data or index (custom or otherwise), without Cyberhedge's prior written permission.
In no event shall any of Cyberhedge, its affiliates, any of its or their direct or indirect information providers nor any other third-party involved in, or related to,
compiling, computing or creating any of the information contained in the Report (collectively, the "Cyberhedge Parties") have any liability to any person or
entity for any damages, whether direct, indirect, special, incidental, punitive, consequential (including, without limitation, loss of use, lost profits or revenues
or any other economic loss) arising in any manner out of your use or inability to use any of the information or date contained in the Report, even if such party
might have anticipated, or was advised or notified of, the possibility of such damages.
You agree to indemnify, defend and hold harmless the Cyberhedge parties from and against any claims, losses, damages, liabilities, costs and expenses,
including, without limitation, reasonable attorneys' and experts, fees and costs, as incurred, arising in any manner out of your use of, or inability to use, any
information or data contained in the Report.
You acknowledge that (I) the Report and all components thereof constitute copyrighted, database righted, trade secret and/or proprietary information of
substantial value to Cyberhedge, (II) that you receive no proprietary rights whatsoever in or to the Report or data or information contained therein, and (III)
that title and ownership rights in and to the Report and all the rights therein and legal protections with respect thereto remain exclusively with Cyberhedge.
You shall not, and shall not assist any third-party to, assert any rights in the Right or any component thereof or challenge Cyberhedge’s rights therein.
None of the material, nor its content in the Report, nor any copy of it, may be altered in any way, transmitted to, copied or distributed to any other party,
without the prior express written permission of Cyberhedge. Cyberhedge will not treat recipients of this report as its customers by virtue of their receiving
this report. The legal entities and potential investments in such entities contained or referred to in the Report may not be suitable for you and it is
recommended that you consult an independent investment advisor if you are in doubt about such investments or investment services. Nothing in the Report
constitutes investment, legal, accounting or tax advice, or a representation that any investment or strategy is suitable or appropriate to your individual
circumstances, or otherwise constitutes a personal recommendation to you.
Opinions, estimates and projections constitute the current judgment of the author as of the date of this Report. They do not necessarily reflect the opinions
of Cyberhedge and are subject to change without notice. Cyberhedge has no obligation to update, modify or amend the Report or to otherwise notify a
recipient thereof if any opinion, forecast or estimate contained herein changes or subsequently becomes inaccurate. Coverage and the frequency of
changes in market conditions and in both general and company specific economic prospects makes it difficult to update research at defined intervals.
Updates are at the sole discretion of the coverage analyst concerned. The financial instruments discussed in the Report may not be suitable for all investors
and investors must make their own informed investment decisions. Prices and availability of financial instruments are subject to change without notice and
investment transactions can lead to losses as a result of price fluctuations and other factors. If a financial instrument is denominated in a currency other
than an investor's currency, a change in exchange rates may adversely affect the investment. Past performance is not necessarily indicative of future results.
The information we provide is being directed only to persons we believe to be financially sophisticated, who are capable of evaluating investment risks
independently, both in general and with regard to particular transactions and investment strategies. If this is not the case, we ask that you inform us
immediately.
We and our affiliates, officers, directors, employees, and contractors, excluding equity and credit analysts, will from time to time have long or short positions
in, act as principal in, and buy or sell, the securities or derivatives, if any, referred to in the Report.

